We study the sharing of information on Twitter among different political groups related to the ongoing conflict in Yemen. We find that the networks on Twitter are organized around and segregate along political lines, and cite web content, including censored websites, that reflects and informs their collective framing of the politically sensitive issues. Each of the factions relies almost entirely on their own sources of information. We also test for the availability of this open web content shared on Twitter in the countries most engaged in the public debate over the conflict and find that national filtering policies also seek to shape the narrative by blocking views and perspectives that diverge from government positions on the conflict. While selective exposure to web content is often associated with polarization, we show that social media in this case Twitter is used to propagate censored content from the open web, making it more visible to users behind open-web filtering regimes. The evidence shows that government attempts to corral social media users into government-friendly media bubbles does not work, although government filters make it more difficult to access some content. Instead, social media users coalesce into self-defined media spheres aligned around social and political affinities. 
The Yemen War Online: Propagation of Censored Content on Twitter Introduction
In this study we evaluate the use of social media to disseminate information from web sites and online news sources that are normally blocked by government filtering. This work builds upon prior work focused on the evolution of Internet architectural choices and state censorship. Existing technologies used to carry out government-mandated filtering are unable to selectively block specific accounts or web pages when encryption is deployed on online platforms such as Twitter, Facebook, or Wikipedia. 1 The censors must either block the entire platform or allow everything through.
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Users can exploit this feature of encrypted platforms to counter censorship by disseminating banned content through such platforms, as we demonstrated in a recent Egypt case study.
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Social links play an important role in the diffusion of information online which often takes the form of information cascades flowing from user to user over social media. 4 These frequently result in the formation of homogeneous clusters of users that rely on common sources of information that are consistent with their attitudes and worldviews. 5 The tendency for users to congregate into affinity groups online has fueled some observers' concerns that echo chambers formation will lead to greater polarization. 6 Others contest the validity of this argument, presenting evidence that online users are no more subject to echo chambers than consumers of print and broadcast journalism. 7 In response to censorship, users behind filtering regimes can employ circumvention tools. Accurately measuring the use of circumvention tool usage is challenging; one approach is to survey users. In a 2016 survey of Internet users from 11 jurisdictions in Asia, a quarter of respondents reported having used circumvention (23.5%), anonymization (25.0%), and encryption tools (26.7%) to access censored or blocked information online. 8 A study based on the collection and analysis of more than 100,000 tweets blocked by Twitter in particular regions found that censored content reached a wide audience on Twitter, bypassing censorship measures. The authors inferred from this analysis that users circumvent Internet censorship by using VPN services and anonymizers such as Tor. 9 Our approach seeks to find if censored content can reach a wide audience on Twitter. Using state Internet censorship around the armed conflict in Yemen as a case study, we examine if censored web content informs users' collective framing of the war despite the fact that warring parties enforce technical censorship of that hostile open web content. The armed conflict in Yemen provides us with a ripe case to explore: the warring parties implement information controls and block websites that provide framing contrary to their own. Also, the conflict has a regional dimension, and as a result, war-aligned censorship exists in multiple political jurisdictions. This gave us the option to examine censorship of open web content in multiple countries involved in the war.
First, we map the conversation on Twitter around the political and armed conflict in Yemen, identity the networks, and examine how users frame the political and armed conflict vis-à-vis military-aligned Internet censorship enforced by warring parties each in its political jurisdiction. As part of the mapping process, we identify the open web content that the political groups use to inform their political outlooks and sentiments. We then investigate if this content is censored by the warring parties. This approach helps us assess if there is any evidence that censored open web content becomes part of the social media ecosystem and contributes to user collective framing of the conflict on their own terms, challenging the state censors who restrict access to that content that informs objectionable framing.
Research approach
We apply a mixed methods research protocol to describe activity on Twitter around the conflict in Yemen. We draw on social network mapping techniques to generate a map of users that serves as a guide for qualitative content analysis. The Twitter map is created using the follows relationships among the relevant users, and then clustering algorithms are applied to reveal group affiliations that are based on the commonality of outward attention among the users.
The mapping process starts with a set of hand curated seed accounts. This set is augmented by adding all of the followers of these seed accounts, and the followers of the followers. A k-core analytical process is used to locate the most highly connection accounts and remove those that are less highly connected. Accounts that are inactive are also removed. The resulting map includes 11,894 accounts. The network map and structures reflect the individual decisions of Twitter users to follow other users, and the clustering reveals distinct groups. Qualitative human judgment is then used to interpret and describe the resulting clusters of users.
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Each of the nodes on the maps is an individual account. The size of each node reflects the number of followers in the network, and the colors denote the different clusters of users based on the accounts that they follow.
We identified networks of three political factions involved in the conflict in Yemen. 11 We then extracted from the map the lists of URLs of open web media sources used by each network. We tested access to each set of URLs from Yemen, Saudi Arabia, Iran, and the UAE to determine which government censors object to what content. We tested the URLs in Yemen because it is the stage of the conflict where the national ISP is controlled by the Houthis; Saudi Arabia because it is engaged in the war by leading an Arab military campaign to reinstate the government of the internationally recognized president of Yemen; Iran because the government of president Hadi and the Arab coalition have accused Iran of supporting the Houthis militarily; and the UAE because it plays a prominent military role in the war in Yemen as a member of the Arab military coalition. We started the test runs in April 2016 and continued to update the test results until November 2017. The tests documented the scope and depth of Internet filtering in the four countries and captured an increase in the filtering scope and depth as the political and armed conflicts intensified.
We ran the tests remotely using open proxies and VPNs on Yemen's ISP YemenNet, Saudi Arabia's Saudi Telecom (STC), Iran's Parsnet, and UAE's Etisalat and du. Each ISP serves a blockpage for objectionable content, which makes it easy for us to detect blocking. Yemen's ISP YemenNet consistently serves a "404 Page Not Found" error message for political websites. In October 2015, the Citizen Lab, an interdisciplinary laboratory based at the Munk School of Global Affairs, University of Toronto, concluded in a technical investigation that this was disguised blocking. 13 Moreover, as part of the mapping process, we calculated the number of accounts which cited each URL. The citation count for a URL is the number of Twitter accounts that shared at least one URL to that website during the mapping window, which was 7 days. This helps us find out how many blocked URLs have indeed been shared in a certain period. 15 Saleh allied himself with the Houthis to take revenge on political actors who contributed to removing him from power in 2012. The Houthi-Saleh alliance was predated by animosity and armed confrontations between Houthi fighters and Saleh forces during his reign as president. 16 The alliance broke in December 2017 when Saleh declared his intention to reset his relations with Saudi Arabia against the Houthis. Two days after severing the alliance, Saleh was killed amid the resulting armed clashes between his forces and the Houthis. 
How the Yemen Twitter map is shaped by the war
The map includes three largely homogeneous networks segregated on political lines and the stance on the war. The networks are Hadi Government Supporters, Houthi Supporters, and Saleh Loyalists. The map is profoundly shaped by the political and armed conflicts. Polarized narrative and war-torn culture prevails throughout the networks. Users in each network frame the conflict on their terms and express their sentiments on political developments, daily war activities, the Saudi-led military intervention, and UN-sponsored attempts to broker a political resolution to end the conflict. Houthi supporters use websites which usually refer to their takeover of the capital Sana'a as a popular revolution, report on their actions in Yemen in a favorable tone, and extensively report on their military operations against forces loyal to the government of Hadi and Saudi Arabia. 
Saleh Loyalists
Figure 10: Saleh Loyalists
The network 22 is comprised of individuals loyal to Saleh. They mourn the end of his presidency, support the military operations against the troops loyal to Hadi, and condemn the Saudi-led military operations. They hold president Hadi accountable for the collapse of the political system in Yemen. 22 The Houthi Supporters and Saleh Loyalists networks have appeared apart on the map though the mapping was conducted when their political alliance was still in effect. The animosity and armed confrontations which occurred between the Houthis and Saleh during his reign is probably why the two allies remained separate online. The fact that the alliance bloodily ended with the killing of Saleh by Houthi forces gives credence to this explanation. In Yemen and Saudi Arabia, spikes in circumvention tool usage occur during periods of increased Internet filtering. For example, there was a sharp increase in the number of daily users of Psiphon in December 2017, when the Houthi-controlled YemenNet temporarily blocked social media platforms and messaging apps, including Twitter, Facebook, Telegram, and WhatsApp ( Figure 12 ). 23 Similarly, there was a spike in the number of daily Psiphon users in Saudi Arabia in May 2016 when the government blocked Facebook Messenger and the video call and messaging app imo (Figure 13 ).
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Discussion and Conclusion
The three distinct networks we identified and analyzed on Twitter reflect the political affinities of the groups vying for control of the narrative on the war. Each focuses attention on open web media sources that frames the narrative around the conflict in a manner that is favorable to their side. The most cited URLs in each of the networks constitute a distinct set of websites that are different from the other networks with content that generally matches the overall political outlook and positions on the war of the three factions. Daily Unique Psiphon Users in Saudi Arabia Figure 13 The Twitter users found in the three principal networks are aware of the censorship measures conducted by those who control the telecommunications infrastructure and that frequently target the web sources and narratives of rival parties. The response of Twitter users, who operate outside of the reach of technical Internet filters, is to act as content curators by highlighting articles and web resources that are being censored. These updates on political and military ongoings are thereby visible on Twitter to users that reside behind Internet filtering regimes. These updates include graphic footage of civilian casualties and atrocities each side attributes to their adversaries. Such content is either readily viewable on Twitter itself as text, graphics, or video clips or available on blocked websites that users can reach by following the shared links. In effect, the platform becomes a collaborative ecosystem where censored content from the open web is highlighted and propagated.
We are not able to accurately determine the physical location of the Twitter users that are a part of this conversations. Some reside in the countries where the media sources that include unfavorable coverage of government actions are blocked. Others live in regions that are not subject to the same filtering regime. We have evidence that users residing in the two countries directly engaged in the war integrate circumvention tools in their surfing behavior.
We are able to accurately determine which websites that are most popular among the different political factions are blocked in different countries in the region. In each case, test results show that a high percentage of each network's preferred set of URLs is blocked in the rival political jurisdiction. The Houthi-controlled ISP in Yemen blocks a substantial portion of the websites that inform the narratives favorable to the Hadi Government Supporters network. Similarly, Saudi Arabia blocks a large number of the websites informing the discourse in the Houthi Supporters and Saleh Loyalists networks.
Using the number of blocked websites and number of accounts that cited blocked URLs as proxies, we infer that censored content from the open web is assimilated and propagated in each network. The social links and homogeneity of these networks are catalysts for the diffusion of information. Despite the attempts to wall off users from certain content, those who participate in the networks are exposed to censored content regardless of their political jurisdiction and the filtering regime therein.
